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?llka df dn 1
ohwd dig` z` ybet mb minrtle ,dvxiyn minrt xzei Segmentation Fault daiagd drceda lwzp n"zna hpcehq lk

.oexkifl ziweg `l dyib drvia dzr df dvxy zipkezdy zexne` ,dpezgzd dxeya ,elld zercedd izy .Bus error

?ziweg `l dxeva eil` miybip ji`e oexkifd edn 1.1
lrk eilr aeygl xyt` .(dnecke Disk-on-key ,giywd opekdn licadl) aygnd ly iy`xd oexkifd `ed xaecnd oexkifd
epgp`y zipkez lke ,oexkifa iaiqphpi` yeniy dyrp aygnd zvix jldna .rcin likdl milekiy mi`z ly lecb jxrn
zekxrn" qxewa .aygnd lr dvxy dlrtdd zkxrn `id oexkifd ze`vwd lr zi`xg`d .epnn wlg yeniyl zlawn mivixn

.rvazn dfd oexkifd ledip day dxevd lr xzei daxd ecnlz "dlrtd
jldna dlaiw `idy el`k :miipyl oexkifd ixefi` z` wlgl xyt` aygn zipkez lk xear :dheyt dpezgzd dxeyd
zipkezd cew mbe ,oexkifa oqge`n zipkeza dvweny ilwel dpzyn lk .dlaiw `l `idy el`ke dlrtdd zkxrnn dzvix
meiq xg`l xefgl yi eil`y cewd rhw zaezk z` oexkifa mipqg`n divwpetl d`ixw lk mr .oexkifa oqke`n dnvr
.odil` rbepd lka wegd lr xarnl yyg oi`e zihnehe` dxeva zervazn elld oexkifd ze`vwd lk .d`ld oke ,divwpetd

.miriavnd z` wgynl miqipknyk (i`wihilet lk rceiy enk) ligzn heiqd

!ziweg `l dxeva eil` miybip ji` zxn` `l cer 1.2
,zynzyn dlrtdd zkxrn eay oexkifd z` llek df .aygnd ly oexkifa mewn lkl ,`idy zaezk lk likdl leki riavn
`ed ,hxta .(dlrtd zekxrna e`xzy itk ,zkaeqn xzei zn`d - wiiecn `l df) zeynzyn zexg` zeipkez eay oexkifde
,yeniyl dvwed `ly `z ly okezl zybl miqpn eay rbxa .rbxk dvxy zipkezd yeniyl evwed `ly zeaezk likdl leki

:mixac ipyn cg` zexwl leki

.ywyewn hlt `ivez la` uexl jiynz mzq e` ,"Segmentation Fault" wrvze qexwz mkly zipkezd :aehd xacd •
.yweand hltd z` `iveze dteql cr uexz ,oiievn cearl jiynz mkly zipkezd :rxd xacd •

mkl yiy jkl mircen zeidl mkn zrpen `id ik ?recn .oeq` `id diipyd d`vezdy df mcwen alya xak yibcdl aeyg
mixaepe miipzen miqpyn mziid okn xg`l j` ,dn onf jynl mila`zn mziid zqxew dziid zipkezd m` .zipkeza dira
dceard z` yibdl exdnze egnyze eflrz mz` dnez cr dvx zipkezd m` ,z`f znerl .dxw dn oiadl oeiqpa cewd ikapa
`l miieqn hlw lr zglven dvix ,oexkifl ziweg `l dyib eprvia m`y xxazn ce`n xdn ,lfnd rexl .l`eb oeivl `ae
zgz zghaen hrnk dqixwd .zxge`n xzei zvw drya e` ,dpey zvw dlrtd zkxrn lr e` ,xg` hlw lr melk dgihan

.oeivd lr mkl rityzy mrt i` zipkezd ly dcigid dvixa weica ,ihnehe`d wcead

?Bus error df dne ,elld ze`ibyl mxeb weica dn f` 1.3
lgze` riavnd m` ,hxta .d`ibyl mexbl diieyr ziweg zaezk lr riavn epi`y riavn jxc (daizk e` d`ixw) dyib lk

.d`ibyl mexbl diieyr eil` dyib ,(0 xtqnd heyt `edy) NULL likdl
mkly zepkezdy ,T2 zxyd lr ,lynl) Unix lr zipkezd z` uixdl eqpz m` elawz Segmentation fault drcedd z`
mb zniiw dnvr d`ibyd la` - elawzy d`ibyd zrced didz gxkda `l ef zepelga .Linux lr e` (eilr uexl zexen`

.oaenk ,my
zqtez dlrtdd zkxrn xy`k mxbp Segmentation fault .izernyn epi` Bus error oiae Segmentation fault oia lcadd
dxnegde dlrtdd zkxrn ly dipirn dwng ziweg `ld dyibd xy`k mxbp Bus error z`f znerl .dzlwlwa zipkezd z`
`l dyib rvazzy ce`n okziie zeiglvei `l od dxnegd mbe dlrtd zkxrn mb ,xen`k .dira o`k yiy drixzd dnvr

.odilr eknqz l` mlerl okl .da ielz epi` mkly dceara oeivd cer lk al dil` miyi `l cg` s`y oexkifl ziweg
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?zeyrl xyt` dne jenql in lr f` 2
iptl 0-n dpey `edy miwcea mz`y e`cee 0-l riavn lk elgz` .dxidf dxeva cew eazk .mknvr lr jenql yi lk ziy`x
reviay aeygl erhz l` ,z`f mr .0 aey ea eniy ,riavnl mzivwdy oexkf mixxgyn mz`y xg`l .epkezl miybip mz`y

.zepiqg gihan elld ze`xedd
drixzne zxwean dxeva zipkezd z` dvixny dnkg dpkez zervn`a `id el`ky ze`iby xz`l xzeia daehd jxcd
.(valgrind.org :dly ziad xz`a dilr rcin cer) Valgrind z`xwp qwepil xear efky dpkez .oexkifl zeiweg `l zeyib lr
`l dyib lk lr zerixzn od - ze`iby lr rixzdl icka qexwz mkly dpkezdy zekixv opi` elld zepkezd - al eniy

.dize`vez dn dpyn `l ,ziweg
zepyid b`aicd zeqtcdl xefgl ulnen ,el` miaevr mixwn xeare ,dizenece Valgrind -a ynzydl elkez `l minrtl
ok` `idy oin`dl onf daxd gwel minrtle ,oexkf z`iby zygxzn okid ygpl ce`n dyw - epvnwzz l` .zeaehde
mkly b`aicd zeqtcd m`y al eniy .icn hrn xy`n zeqtcd icn xzei miyl sicr okl .dpi`y mzhlgd xaky dti`
b`aicd zeqtcdn `tiql mexbl dlelr ,jkn rexbe xbqdl uaewdn repnl dlelr dxeng oexkf z`iby ,mivawl zeglyp
`evnl ozip dilr rcin cer - uaewl daizk ly revia "dgixkn"y dcewt idef) fflush -a ynzydl i`ck f` .mlridl mkly

.(lbeba yetiga
zeixyt`d mikxcd lkl mircen zeidl i`ck ,mkly zipkeza d`ibyl mxeb dn dliri dxeva zedfl milbeqn zeidl ick

:ziwlg dniyx dpd .uevl zelelr el`ky ze`iby oday

zeiwlg oexkif ze`vwd 2.1
:zeiexyt` xtqn dpd ?dfk izehy xac eyrzy dnl .g`xh ghaen 11-d hiial miybip f`e mihiia 10 mivwn mz` m`

icn dxvw zfexgn z`vwd 2.1.1
xeza dxifgn Strlen-y mirpkeyn mdy e` ,mixkef mlek `ly xxazn ?seqay \0-d liaya hiia cer siqedl jixvy mixkef

.`l `id .dfd sqepd hiiad z` mb zfexgnd jxe`

sizeof-a jxten yeniy 2.1.2
lawl jixv `l `ed hxta .xg` xac mey `le dpzyn ly qetih e` dpzyn lawny xehxte` `ed sizeof-y xidadl aeyg
zexey 4,000 ly cewa miytgn jk xg`e sizeof-l mixiarn d`vezd z` ,zfexgn lr Strlen milirtny el`k mpyi .xtqn

?lag `l .qecpiee lr melg enk dcar `idy zexnl qwipei lr zqxew onfd lk mdly zipkezd dnl zeaiq

structs mivwnyk sizeof-a jxten xzei cer yeniy 2.1.3
lynl ,dpekn dpan ly qetih .mipanl miriavn oiae mipan oia licadl lw ce`n n"zn ly dxexad cenild zhiy zekfa
MyStruct-y oiadl lwe xexa ce`ny oekp .MyStruct dpekn dpan eze`l riavnd ,eznerl .(!seqay t-l al eniy) MyStruct t

.envr dpand z` mewna eze` sizeof-l mixiarn zeaexw mizrl dnl xiaqn d`xpk df f` ?`l ?riavn `ed
:dxenb zehy `id d`ad dxeyd ,wtq xqd ornl

MyStruct myVariable = (MyStruct)malloc(sizeof(MyStruct));
:dpekp `id d`ad dxeyd eli`e

MyStruct myVariable = (MyStruct)malloc(sizeof(MyStruct t));
sizeof-d jeza riteny dny `ceel :rav` llk un`l i`ck okl ?oekp ,zexeyd izy oia mevrd lcadd z` ze`xl lw

.(qetihd my seql p ztqez zervn`a miriavn onql - sqep rav` llk) dxeyd x`ya riteny dnn dpey cinz

jxrnd zqxb - "!cg` qt`" 2.2
.1-n `le 0-n miligzn mikxrny dcaerd `ed (cere cere ,Perl-e ,Java-e ,C++-e) C ztya xzeia mi`ltpd mixacdn cg`
rexl .(x · rowLength + y) ccea xtqnl (x, y) dhpicx`ewd z` mbxzl lw ce`n df zekfa ,lynl .wgev `l ip` .zn`a
z`lel lk iptl ahid eayg .lalan dfy dnk ,ede` .lalan dfe ,n-1-a miizqn `ed 0-n ligzn n lceba jxrn m` lfnd
`ly jxrnl miybip mz` day mrt lka .icn xzei zvw lecb `edy e` xcqa mkly dxivrd i`pz m`d miazek mz`y for
dl`wqd lr `vnp ok` ekxc miybip mz`y xtqnd m`d xzei daxd ahid eayg ,for z`lel ly qwcpi`d dpzyn jxc
ixtqnd hlwd z` ynzyndn milawn mz`e ,dpyd iyceg xear jxrn mkl yi m` ,lynl .1..n dlwqd lr `le 0...n-1

.`weec 7 xtqnd z` jxrnl mixiarn mz`y `ceel mkilr - 8 - hqebe` yceg z` oiivny

lqg `le lql lafd 2.3
ea ynzydl ekiynz l` `p` ,`p` ,`p` .riavn lqgl ick free-a mzynzyd m` :z`f lkae ,xzein hrnk sirq df ,aeh

!jk xg`
:miriavna yeniy ly zevetpd zellwd zg`n zlaeq mkly zipkezd m` aeygl ozipy itk il`ieeixh `l df ,dyrnl
n"zn qxewa la` ,miglven miyeniy efd dyibl yi minrtl .zaezkd dze` lr riavdl ick mipey miriavn xtqna yeniy

.dil` mipeekzn `lyk hxta - oeq` `id aexl
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-l eze` miwizrn epgp`e ,riavn likn eizecyn cg`y struct epl yi xy`k ,lynl ?ygxzdl dleki efk dpe`z ji`
mi-struct ipy eplaiw .riavnd ly dcyd llek ,dheyt dnyd ici lr ewzrei zecyd lk .= xehxte`d zervn`a xg` struct
lkl oexkifd xexgy z` lelkzy zizhiy dxeva mi-struct-d cg` z` lqgp m` .mewnd eze`l riavn yi mdipyay

.eply zipkezd lk z` - ezi` cgie ,ipyd struct-ay riavnd z` mb lqgp ,ekezay miriavnd

zipqgnd lr mixrdl 2.4
mipzyn ly oexkifd ,z`f znerl .(heap) "dnixrd" dpekny mewnn gwlp oexkifd ,malloc mr oexkif mivwn ep` xy`k
.dnvrn zpwexzn `id :d`ltp dpekz yi zipqgnl .(stack) "zipqgnd" `xwpy ,ixnbl dpey mewna dvwen miil`wel
miil`weld mipzynd lr mb df llkae ,divwpetd lr rcin likdy zipqgna wlgd ,divwpetn mi`vei epgp` eay rbxa
dpzynd day divwpetd eay rbxa dpicnd aie`l jted il`wel dpzynl riavn lky hxta `ed xacd yexit .lqegn ,dly
aeh ikd okl .ze`ltpe miqip llegz dil` dyibe ziweg dpi` riavnay zaezkd ,rbxd eze`n .zniizqn ig il`weld
mixhnxt zxard `ed df llkn bixg .miil`wel mipzyn ly zeaezk miriavnl qipkdl `l :heytd rav`d llk z` un`l
dil`y divwpetdn d`ivia lqgzn envr riavnd oky zniiw `l `linn dpkqd df dxwna j` ,by reference zeivwpetl

.milqegn mnvr mixhnxtdy iptl daxd - mixhnxtd exared
z` le`yle xevrl mkl mexbl `l` ,miil`wel mipzynl riavdl mkn repnl dpi` dxhnd - mibixg cer yiy oaenk

.jka ice ?"mixdfp epgp` m`d"e "?uegp df m`d" z`f miyer mz` day mrt lka mknvr
okle ,oexwr eze` xzep oexwrd .miil`wel mipzynl references zxfgdl rbepd lka dnec dira uevz C++ ecnlzyk

.o`k eilr hxtp `l

dnwpd :2 wlg dnixr VS zipqgn 2.5
oexkif rhw aiaq ik ,lk mcew .zeierh ea zeyrl mewnk ,dnixrd xy`n xzei daxd zryexn zipqgnd ,minieqn mipaena
xac df ,xekfk) dterzl mexbz eil` dyib okle ,mkly zipkezl dvwen epi`y oexkif didi zeaexw mizrl ,dnixra dvwend
,zipqgna xzei miwenr miwlga oexkifl zelwa zybl elkez ,zipqgnd y`x lr dpzyn mzvwd m` ,z`f znerl .(aeh
xiaq zipqgnl lrn ieptd ghyd mb .dlrtdd zkxrnl llke llk xfen e`xi `l ,mkly zipkezl mivwen ok` mde zeidy

.idylk dxdf`l mexbi `l okle ,zipkezl dvwen xaky gipdl
xn`i xiaq ozipkez lk okl ,rbxd eze`a dlirtd divwpetl mikiiy mpi` zipqgnd wnera mipzyn mze`n wlg ,oaenk
dlinl ,xak mzpad ile`y itk !llk mkxr z` wecal mrh b`aicd onfa oi` okl ,epzyi mdy lilra ixyt` izla dfy mkl
zipqgnd ik xzei zncwend dxin`d z` mkl xikfp ,oiicr z`f mzpad `l m` .C ztya ozipkez xear jxr hrn yi "xiaq"
.zigkepd divwpetdn xefgl jixv dil` cewa dcewpl riavnd oebk ,mkly mipezpd xy`n xzei miixezqn mikxr mb zllek
dgepd zexevd ,miriavna myeniya mixdfpl .icnl zexiaq izla ze`vez mr ,zerha "mcwl" ozip df riavn mb ,ok oke
repnl oiipr lk oi` C-ly dcaerle ,zipqgnd lr mivwend mikxrnl aexl zexeyw zipqgna mipiiprn miwlg zepyl xzeia

...ilily e` iaeig `zd xtqn m` oiae ,`l e` lreta el jiiy `ed m` oia ,jxrna `z lkl zybl mkn

zeeydl dn oi` 2.6
`ed oey`xd .(==) deey deeyd oniqe (=) deeyd oniq oia ohwd lcadd `ed C-d zty mlera cg` xtqn dzenzd mxeb
dclwda icy hilgdl bdep sebde ztiirn dniyn `id ywn eze` lr dletk dclwd ,lfnd rexl .d`eeyd `ed ipyd ,dnyd
C iavrn ly dpeap dhlgd zekfa .dnyd z`f mewna zrvazn ,d`eeyd rval miywan oday zeax minrta ,jk lya .zg`
zexnl zniiw `l dirad ,lynl ,Java ztya) dfd lealad lr wrvi `l xliitnewd okle ,i`pz xeza ritedl leki xtqn lk

.(d`eeydl ==-e dnydl ynyn oiicr =-y
rval mivex mz` ,xac mey lr riavn `l `ed m`d wecal mivex mz`e disastrousPointer riavn mkl yi m` ?dnbec

:d`ad dwicad z`
if (disastrousPointer==0) printf (“Bad pointer!\n”);

okle ,qt`l lgze`n xac mey lr riavn `ly riavn lk - mcewn epzvrl miaiywn mz`e miaeh micinlz mz` ixd
.rval yiy d`eeydd ef

:(milcadd z` e`vn) d`ad dxeyd z` mzlaiwe dwilgd mkly rav`d ,iea` la`
if (disastrousPointer=0) printf (“Bad pointer!\n”);

edynd z` mzcai` mb ?dxw dn .iweg edyn lr riavn `weec disastrousPointer oec`dy rbxl gipp e`ea ,eiykr
i`pzd ,xnelk .(riavnd ly jxrd) 0 xtqnd `ed if-d ly miixbeqd jeza riteny iehiad eiykr - jkn xeng la` ,iwegd
aehe lgze`n riavn `ed disastrousPointer-y eaygz mz`e ”Bad pointer!” qtcei `l ,miiwzn `l miixbeqd jezay

.rextd mkpeincl xi`yn ip` jyndd z` .iciin yeniyl
z` miyeryk ,lynl .d`eeyd-i`d xehxte` mr milalaznyk zygxzn ziyi` il dzxwy xzei cer dpeyn d`iby

:efd dwicad
if (disastrousPointer=!0) printf (“Bad pointer!\n”);

avei df mewna .oeieey i` wcaii `l mzqd on ,=! `le != `ed oeieey i` wceay xehxte`dy oeeikn ?o`k dxwi dn
...xzei miakxen mixwna zrvazn dwicad xy`k dxwi dn aeygl eqp .1 xnelk ,!0 ly jxrd disastrousPointer-a

:jk dwicad z` rval xnelk ,xcqd z` jetdl `id efd diebyd dnydd z` repnl ick uetp wixh ?oexztd
if (0==disastrousPointer) printf (“Bad pointer!\n”);
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jeza jxr miyl xyt` i`y wrfi xliitnewd ,d`eeyd mewna dnyd aezkp zerha m` ,dpzyn `l `ed 0-y oeeikn
miazekyk xdfidl aeyg okl .miriavn ipy oia `le ,reaw edynl `id d`eeydd mday mixwn wx xzet dfy oaenk .0
ekxry mi`exe debugging mirvan mz` xy`ke ,(edyizn dze` miyer mleke) efd zerhd z` mziyr `ly `ceele ze`eeyd
zil`ivphetd dirad z` exkfz ,zepzydl xen` did `ly zexnl xaqd ila dpzyn (edylk dpzyn mzq e`) riavn ly

.efd

mlyp `le mz 3
ea oi` - xnelk) zepn` `l` (mivvetzn mixac rcna mbe zepkza mby jkl hxt) rcn epi` zepkzy oiadl aeyg ,mekiql
jilyi ldwdy mivex `l m` ,zepn` lka enke ,(zpkznd ly iyi`d oepbqd lr qqean epnn daxde ,miirnyn cg millk
zeira yetigl dpkeza ynzydl eqp .daeh eply zepn`dy jkl ipevig xewnn xeyi` ytgpy i`ck zeaewx zeipabr epilr

.ax laqe onf mkl jeqgi xacd - milbeqn mz` m` oexkf
zeirad oian zg` `id mkly dirad ,deewza .yizne jex` debugging rval `l` dxixa oi` ,milbeqn mkpi` m`
dliaeny d`iby ly sqep beq `ivndl migilvn mz` m` .ziqgi dlw didz dz`ivn df dxwnae ,lirl ex`ezy zevetpd

.okcr`e dze` (gadial@tx.technion.ac.il) il gelyl mipnfen mz` ,oexkifl ziweg `l dyibl
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